Eliminate policy and replace with Model Policy EGAEA. Language concerning emails can be placed in
regulation EJA.

TUSD POLICY TITLE: Electronic Mail

7iscson frsfuec, Sohocd gy utiict POLICY CODE: EJC
GOVERNING BOARD POLICY LEAD DEPARTMENT: Technology Telecom
Services

use of
standard

The purpose of this policy is to establish basic guidelines for the respon
practices for requesting e-mail records. %

Electronic Mail or (e-mail) is any transmission or receipt oWon in
attachments and imbedded objects, across the District network by electronic
including but not limited to commercial and electronic r’qapailcatlo&)peratl g systems
messaging capabilities and Internet mail.

Deleted E-Mail is any e-mail, which has been r loved fro
awaiting completion of the approved e-mail rgteercle,
purged from the e-mail system. A messag tention.cycle ins when that message is
transferred to the “Deleted Items” or “Recycle” Folder. ) 4

E-Mail Administrator is the person(s) r
ted d

A .
| account and is

electronic mail system and all as

Intellectual Prope
more of the followin

is required by law to be kept or necessary to be kept, in the discharge

posed by law to serve as a memorial and evidence of something written,
said, or done.

e A written record of transactions of a public officer in his/her office, which is a
convenient and appropriate method of discharging his/her duties, and is kept by
him/her as such, whether required by express provisions of law or not.

e Few records in the possession or control of a public officer or body generally will not
be “public records.” Exceptions are: “work in progress,” e.g., a work that is not yet
finished, or information that is used solely as a memory aide, e.g., “post-it” notes.
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Routine E-Mail Communications include:
e Scheduling meetings and conference calls
¢ Notification of legal and policy issues to be resolved in more formal communication
e Requests for information or directives to complete tasks
¢ Notification of employees’ whereabouts (e.g., vacations, conferences, out-of-office
work)
e Requests for formal advice and assistance

The contents of all e-mail messages are the property of TUSD. An employee has no
personal right to privacy when utilizing the e-mail system. The Distri the right to
monitor and read any or all messages, without notice to the employee.

&
Electronic mail is a District-owned business tool and will be Wn‘a&d throu e following
rules: “ “
A N

e Employees should be aware that e-mail messag\ be forwaMr read by
other than the intended recipient and should edit%of their e-mail
messages appropriately. y

e E-mail messages fall under the classificatio Publ%cxas defined in A.R.S.
39-121 through A.R.S. 39-121.04. x

fi

e E-mail messages must be developed in a ess anner with a positive
reflection of the District. Sign i lude the information as it would

USD should be included in any e-mail.
;iﬁ%ywethods and tools, which allow for the
ctronic mail messages.

diting or investigating potential violations of
from The District’s central technology
il rr%sages. To insure the overall integrity of the

in writing and approved at the highest level of
ted in a manner, which minimizes disruption in the

¢ No quotes or advertisin
e Technology Telecom S

this e-mail policy,
departmen
process, such r

e Temporary employees and contractors may be given access to District e-mail
systems, as business necessity requires, and must abide by all TUSD policies and
regulations.

¢ In addition to the use of e-mail in the performance of their job duties, employees may
make limited, incidental personal use of e-mail under the following circumstances:
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o Scheduling of personal appointments as an effective extension of one’s
overall time management during the workday (lunches, meetings,
appointments, etc.).

o Sharing of personal events with the work unit as pre-approved by the
department and planning of work-related social events where the intent is to
enhance employee morale (employee birthdays, marriages, births, etc.).

o Other limited, incidental uses that do not violate District policy and are pre-
approved by the department/school.

o Limited as used in this subsection means limited in numb
mail system is used for such purposes, limited in content to the personal use
categories specified herein, and limited as to the am [
drafting and reviewing e-mails. V4

o Users have no personal right of privacy in thegmEI
equipment, and the district may monitor such wi

¢ Unacceptable use of e-mail includes, but is not li

o Running or participating in, a private or n

o Discourteous treatment of the public or fell oyees.

o Soliciting, including charitable ca igns, e or approval of the
Superintendent. ,’u\

o Election or campaign activitie

o lIssuing or forwarding serial or “chain mail e messages.

o Issuing or forwarding a i ents of any mercial nature, except items

relating to District Business ved by the department director.

or harassment |
o No e-mail comm
constitute discri

, harassing, intimidating, hostile, or offensive
sis ’gender, race, color, religion, age, national
ility, or other grounds.

istrict business.

mployees transmitting or receiving formal communication through e-mail

| preserve the document in the appropriate file and dispose of the

ocument pursuant to the District’s Records Retention and Disposition
Schedule.

o Employees may delete routine e-mail communication, as defined in this
policy, after the e-mail has been read and the required action taken, subject
to the limitations set forth below.

o Communications subject to formal discovery in ongoing litigation must be
preserved in the appropriate file or word processing system.
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e All deleted e-mail messages shall remain in the “recoverable deleted items” folder
for 28 days after their deletion from the “deleted items” folder, in accordance with the
Districts Records Retention and Disposition Schedule. All requests to recover
deleted items need to be requested through the principal or the department head.
Any attempt to purge e-mail records to prevent their recovery will be considered a
violation of this policy and will result in disciplinary action.

e Statutory requirements necessitate that the sender of any e-mail be uniquely

identified.
Authority and Responsibility
All employees (including temporary employees) and contractors perfo for TUSD
are responsible for understanding and adhering to this policy. A[ ~

. _  Q
Employees and contractors are responsible for: L U N\
¢ Understanding and adhering to the e-mail policyﬁd the related policies referenced
herein.

nd poli s of information.
¢ Managing their e-mail accounts by preservi nd deleting ail messages from

their folders as instructed by this e-mail policy. deleted messages is
prohibited. V4

e Advising management of brea - .

e Maintaining reasonable prwon o sa their e-mail from unauthorized

entry or use.
e Complying with TUSD eptab sh\?trict Technology Resources.
e Utilizing e-mail as an effi com ication tool.
Management is resp;m

e Understandi he G)Ki\ , m:l related polices and documents.

oyees.about the e-mail policy and appropriate use of the e-mail

Adopte
Revision:
Review:
Legal Ref: 18 U.S.C. SS 2510-2521, 2701-2710, 3117, 3121-3126 (1988)

Cross Ref: EJA - Acceptable Use of Technology Resources

Replaces TUSD Policy # 1051 Computer Data Protection

E]JC-ElectronicMail8-3-04 4



